OBbEeEKTHOE XPAHUAUNLLLE

OKCaHa HoBMLKOS

w' ObnakoTeka



3a4yeM HY>XHbl XPaHUANLLA

[ 1OCTOAHHbBIM POCT OObEMA JaHHbIX

ObbeMbl UMDPOBBIX AAHHbBIX YBEIUUMBAROTCA BABOE Kaxble 2 roda "’E“";;“’;g:e
XpaHeHWe 1 pasMelLeHme @

[1o cTatncTHKe, He MeHee /5% AaHHbIX XPaHATCA B BUAE HEM3MEHAEMbIX apXMBOB S

w ObnakoTeka



YTo Takoe 0b6BbEKTHOE XpaHUAnLLE

O6bEKTHOE XPaHMAULLLE — 3TO TEXHOIO0MMA UM CNOCOb XpaHEHMA AaHHbIX

[laHHble XpaHATCA Kak OObeKTbI ” 2
1

Kaxablih 0ObeKkT MMEET YHVKANbHbIN MAEHTUOUKATOP

\

Jlerko Macwtabupyertcs

B otimume OT BN10UYHBIX XPaHWANLL

Joctyn Ha ypoBHe API

CNpoekTMpPOBaHbl cnelmansHO Ans paboTbl ¢ APl a He ¢ Mob30BaTENEM

w ObnakoTeka



Kakne 3agaum peluaer
.,

v XpaHeHne pe3epBHbIX KOMn;

v’ Pa3melleHme KoHTEHTa BeD-CalTOB M Meama KoHTeHTa (darinbl, GOTo, BUAEO, My3biKa);
v’ XpaHeHue 3anmcen cucTeM BUAEOHaDNOAEHMS;

v OpraHn3auma xpaHeHusa 40KyMeHTO0b0pOTa;

v’ XpaHeHue apx1MBOB (Hampumep, Ana coboaeHVa TpeboBaHMN 3aKoHa)

n ap.

«fopAYme» faHHble

> KOHTeHT Beb-camTtoB
> AHanuTnyeckme AaHHble

> [laHHble NPOEKTOB
(BUAELO, UCXOAHWKM, LWabnoHsl,...)

» bakanbl, apxmBbl
> 3anucu BuaeoHabnraeHna
» [lokymeHTtauma

«XONOAHbIE» JaHHbIE \ /

Peako ncnonb3syemble JaHHble ’/ \ Hacto ucnosibayeMble AaHHbIE

w ObnakoTeka



[lpenmyLLecTBa U TeXHUYeCcke BO3MOXHOCTM
T

CoBMeCcTMMOCTb € S3 n agoctyn yepes AP

cnonb3yeTca pa3paboTaHHblii Amazon Npotokon aoctyna S3 API

be3sonacHoe 3almdppoBaHHOE COeANHEHNE

WndposaHue kaHana nepesaun AaHHbIX

LocTyn no ctaHAapTHLIM MopTam

lcnonb3oBaHMe nopta 443 No3BONSET NOAKAOUMTLCSA Be3 CI0XHOM HacTporikn firewall.

becnnatHas nepelada AaHHbIX
Tpaduk 1 3anpockl He TapudnLMpyroTCA

COBMECTUMOCTb C OCHOBHbIMU CUCTEMAaMM PE3EPBHOIO KOMMpPOoBaHUA
Backup Exec, Veeam, NetBackup 1 ap.

HeorpaHnyeHHOEe NPOCTPaHCTBO

Mbl He orpaHMYMBaEM pPasMep XpaHUAMLLA

[Noanepxka BEPCMOHHOCTU

HacTpavBaeTtcs Ha CTOpOHe kaneHTa

w ObnakoTeka



Kak mocTpoeHo

[Mhatpopma CEPH ~
[TporpaMMHO-0ONpeaenseMoe XpPaHuanLLEe C MHOXECTBOM MPOrPaMMHbIX KOMIMOHEHTOB

Pe3epBurpoBaHme: ceph

CeTeBOWN apXMUTEKTYPLI
KOMMNOHEHTOB CepBepOB
3 onepatopa CBA3N C HE3ABUCUMbIMW OGUINUYECKMMWN COEAUHEHNAMM

Knacrep

Jonyctmas noteps 2 y3na
[lonyctmas noteps 2 AMCKOB

w ObnakoTeka



[laHenb ynpaBaeHUA
-

S3 XpaHunuLla

| Co30aTbh HOBOE S3 XpaHWnuile

HawvmeHoBaHKWE

UR| ana goctyna (API): https://s3.pilw.ic: 8080/

KUK AocTyna K XpaHuauLLy

Access Key ID I Secret Access Key

FIALS S0 LT TR N )Z O T R St PO U o A s -
Qo s Hse LT L2 I T INE L | . Ji Lo
CreHepuMpoBaTh KUK A0CTYNa K XpaHANULLY
bitrixtest | Tapud: S3 bucket backuptest | Tapud: S3 bucket veeamtestO1 | Tapud: S3 bucket

Pazmep: 723,61 Kb

Konwuecreo obbexkToB: 1

. D.DG pyB.fmec, . 30.36 py./mec,

Pazmep: 11,660

Konuuecteo obbexToB: 3014

. 24. 20 pyb./mec,

Pazmep: 9,29 70

Konuuecreo obbexkToB: 9927




CueHapun

DannoBbIM MEHELXEP C AOCTYMNOM K S3-XpaHuauLLYy

] - . - 1,

£ 0T LT L2 @s3.pilw.io — 53 — O x

O 9

File Edit View Go Bookmark Window Help

& Quick Connect w ﬁ -

-

&

& |
LW =

Open Connection Action Get Info Refresh | Edit Upload Transfers

=M o @ ‘ n > |/ ~| & | |Search je CyberDUCk .

. - | N https://cyberduck.io

Filename Size  Modified '

> Ebackuptegt - Unknown OTﬂML'lHaﬂ CKOpOCTb V] I_lpOCTOTa
» BN pitrixtest - Unknown PabOThI

> E?Eeamtestﬂ'l -- Unknown

3 Files @ .

[ToApOobHaa MHCTPYKLMA NO NoAkAtoueHnto: https://hd.oblakoteka.ru/kb/al51/article.aspx w O6AaKoTeka


https://hd.oblakoteka.ru/kb/a151/article.aspx
https://cyberduck.io/

CueHapun
-

YaaneHHbln ANCK ANs XpaHeHWS NHOBbIX AaHHbIX

IE' | @ - | Manage 53.p o-53 SHUSHIEK) (E - D X
Home Share View Drive Tools 0
Yk B s ThisPC » s3.pilw.io — 53 (ASHUSHIE] (E:) w | Search s3.pilw.io - 53 (.. 0@
I This PC = Marne Date modified Type Size
_J 3D Objects backuptest File folder
I Desktop bitrixtest File folder Mountaln DUCk
(4 Documents e A https://mountainduck.io
; Downloads ' i
b Music Tmna OneDrive
=] Pictures - [T : Pabota 13 NprBbIYHOTO
m Videos - dle
MNPOBOAHKMKA
‘i, Local Disk (C) Open Connection.., p A
2 s3.pilw.io — 53 (WSHUSHIK] (E) Sort By .
backuptest Connect P\ s3.pilw.io — 53
- L =3 pilw.io 4
bitrixtest Disconnect — | TR
veeamtest01 Show 1) History k
Edit Bookmark
E SAMSUNG (G:) About Mountain Duck
Delete Bookmark
l SAMSUNG (G:) Preferences... >
3 items Help du E =

Quit

w ObnakoTeka



https://mountainduck.io/

CueHapun
-

XpaHuvLle B KayeCTBe CepBuCa ANA KONNEKTUBHOM paboThl OwnCloud man NextCloud
(npumep/aHanor — SharePoint + OneDrive)

XpaHWvLLE ANs CTAaTUYECKOrO KOHTEHTa CaMTOB (LabioHbl CTPaHML, Bitrix (Bonpoc pelwaetcs) nam WordPress
MANFOCTPaUMK, GOTO, BUAEO, ayamo U T.n.) JInbo cobcTBeHHada pa3paboTka
Penankauma n pesepsHoe konmposaHe NAS 1 B1Ae0apx1BOB QNAP S3+ anda pabotsl ¢ S3

(Network Attached Storage)

&t 9 ©

[Yoreny. SEp— FileSmation HBS Hyted Backip Syndl. myQNARSloud

TwonkyNeda Staion QrS SS Cetilicate GNAP Dageastic Tosl

GNAP S Pl APP

VEOSHO PEIPRNIE RIUPORS N [IHACK KA ATALIN SI W CAMICTUVIE & S5 ERERIIM Epasenan
A g

Peypnsar Dunossmo

BE® 0000 BOCCTANIENEIR YIRAUMS JUBDLIEI

w ObnakoTeka




CueHapun

HacTpoiika npoBanaepa | MNoakntodeHue xpaHnamila | Co3aaHme 3agaHns C pa3MeLLEHMEM Ha XpaHMaMLLE

Pe3epBHOe konmnpoBaHue ¢ noMoLsro Backup Exec
New-BECloudInstance -Name "s3-oblakoteka.ru" -Provider compatible-with-s3 -ServiceHost s3.pilw.io -SsIMode Full -HttpPort 80 -HttpsPort 8080 -UrlStyle Path

- ] X @ Veritas Backup Exec”

@ Veritas Backup Exec™

<f = il

MrHoEeHHOE BEOCCTaHORNEH!

PezepeHoe konnpoeaHne u BoccraHoB | MoHuTop 3aganwiil|  Xpanuavwe Oruetnl

MrHoBeHHOe BOCCTaHOBNEH!

® A 28 =1 hil,
A

InaeHas PezepBEHOE KONWPOBAHWE W BOCCTAHOR | MOHWTOD 3383HWi|  XpaHunwule OTYeThl

& BuiBop yuerHoii 3anncm — O * 7 - . )
: ) : O =) X
P Cop ) TE [0BaBMTE MASHTUDUKALNOHHEIE ATHHBIE ANA BXDAR B CUCTEMY X PJEme T Coptmposxa [} OBKNOHEHWNA Hactpowts Hactpowuts ofnaunoe Yaanurs Boccranosnenwe
ud i ! W puneTp T XpaHunnue XpaHunuLLe
Bu MoeHTUDMKALMOHHEIE JaHHEIE YUETHOM 2anMcK Buas Cocroanme Hacrpowts Onepaumm ¢ HocuTEnem
Eri0epur
— WIMA nonb30BaTenA: Q2ZHAJXH3IBIZXI600X 482 [é: Hacrpeouts xpannniwe & BKPTEST — O x
MmA o Napons: MKOCTE WmA a a EmrocTb
ac" _l Kakoe noruyeckoe YCTF)OF'ICTBO XpaHeHUA HY>XXHO MCNOoNbB30 BaTb?
MoaTeep#aeHle Napona: |
|
. backuptest
VMR yUETHOI 3aMWcK:
Q2HAJXH3832X1600X482 bitrixtest
MpAMEYaHUA
XpaHWnmLL . pesepBHOe XpaHunu DITHATL pe3epBHoe
KOnupoBaHi KONWpoBa

370 OrpaHMYeHHan yYeTHan 3annch ANA BXoAa.

[C] 370 MoA yueTHAA 3aNKCE NO YMOMUAHHED.

« ]

o | (omme ]
o] Cowee ]

< Haaag Oarnee = OTmeHa

VERITAS

T BKPTEST | MpenynpexgenuA @ 0 A1 M0 T3 | 3agawwn R0 ™0 S0



CueHapun

HacTpoiika npoBanaepa | MNoakntodeHue xpaHnamila | Co3aaHme 3agaHns C pa3MeLLEHMEM Ha XpaHMaMLLE

Pe3epBHOe konmnpoBaHue ¢ noMoLsro Backup Exec

@ Veritas Backup Exec” ] X

A 2 =Y 1}
| @J ;) <H = =1 111

InaBHan PesepsHoe konmposanne v BoccraHoenedne | Monutop saganmid | Xpanwawie OtyeTh MrHOBEHHOE BOCCTAHOBAEHHWE B Of

OtueThl MrHOEEHHOE BOCCTAHOR/EH!

Beseso
Ecmmeue ]iv ; _ | KomnaxrHbie Crnmncok
| KomnaktHeie fay ) Y . F 0 m Cepeepbl
Coptupoeka KMHOUEHWA Hactpoute  HactpouTs obnaunoe Y | VeEmpmRngmme (TR rr - BoCC i nnp’rya.nr:;n:le XOCTBI ™ H
W uneTp ~ Hpanunnile xpaHuanLLE | Buas:
Bugel Coctoanne Hacrpoute Onepauun ¢ HOCUTENEM
@ CeoicTEa ONpEASnEHA OAHOKPATHOrO PEIEPEHOTO KONMPOBAHWA m] X Cepeep Bkplest s
. Hactpouts xpanuanwe e BKPTEST - m} * Tpynna Ce MocnenHan pesepanan komua  C
VIMA = a EMKOCTE Wma: Bkptest Peaepanoe konuposaxie 00001
y Bce cepeepel %‘%‘
O63op KoHUrypauumn xpaHunuia §,U Bow capmepuape.. Onvcatue:
&; OTpaGoTaHHbIe
Cepeepes ua aToil rp...
- == Cepaepos: 0 Bkptest - OgHokpaTHoe pesepeHoe
MiMA ¥ ONKCaHNE YCTPOHCTEA 00NA4YHOTO XPaHHMKLLA ~ [P KOMMpOBaH1e
Wma: Oblakoteka_s3 n -
ONHOCTLI0 BLIBPaHD A
Onucanwe: = % OOHOKPaTHOE DE3EPBHO KOMMPOBAHHE  (a)
Mma nocTaslimka yenyr / Lj] Sx3emnnApsl cepsepa Microsoft SQL XpaHunmue: Oblakoteka_s3
Vma nocTasLymka oOnaduHL yenyr: 53 1 CoCTORHME CHCTEMEI
XpaH Mnu Hurbopmauun 0 COBMHEHWN a DIMHATBE pe3epBHoe ‘ Pacnucanwe: BbiNonNHATL HEMEANeHHD
Konu DOBE Wwma oGnauHoro cepeepa: compatible-with-s3:53-oblakoteka.ru
XpaHuTb B TeyeHwe: 2 Hejens
YUeTHanA 3anuck AnA sxofa: QZHAJXH3B32XI60QX482
OfnacTs NamaTH / XxpaHuniie a
PacnonomeHne xpaHunuwa: backuptest
i . [
PaapelueHHoe KONWYecTBO NapannenkHelx onepauvi S ! !
MapannentHwie onepaumMm 2 CE [ MpOEEPHTE/MIMEHNTE MOBH. . ] [ MameHuTE ¥ o
BHOV KONUM  COCTORHME PE3BPEHOTD. .. Y4
Hukorga He Geino peze...  Wc
Ko oK Hunorza se Gunopese Ve
I(\:ELI.IMHB) 51 COCTORAWE CHCTENED HET Hukorga He Oeino pese...  Wc
< Hazag ][ roToso ] [ OTMeHa
Ny |

T BKPTEST | Mpepynpexperua @ 0 f4 1 M0 @ 3 | 3agawmA 50 0 o

VERITAS " BKPTEST | Mpegynpexgesns ® 0 A1 M0 ® 5 | 3agakua

VERITAS

w ObnakoTeka



CueHapun

Hactpoika npoBariaepa | MoakntodeHme xpaHnanila | Co3aaHme 3aaaHns C pa3MeLLEHMEM Ha XpaHMaKLLE

Pe3epBHOe konmnpoBaHue ¢ noMoLsro Backup Exec

KnrouW AocTyna K XpasuaMuLy

Access Key ID I

ezPYfI70CvhTDPUMGUPRHEBEBIINNK

QZHATXH3B32XI600K482

CreHepUpoBaTh KUK A0CTYNa K XpaHUNUILY

I Tapud: 53 bucket
. D.DO pyB.mec.

bitrixtest

Pazmep: O banT

Konuuecteo obbewros: 0

[MoapobHasa MHCTRYKLMA NO noakaroueHmto: https://hd.oblakoteka.ru/kb/al54/backupexec.aspx

backuptest

Pazmep: 2,11 16

KonnuectBo obbeKkToB: 569

I Tapud: 53 bucket
. 5.49 py6./mec.

£ Q2HAJXH3832X600X482@s3. pilw.io — 53
File Edit View Go Bookmark Window Help

e -] 4Gk -

Open Connection Action

B moe|[«]

Filename

BEOST_00000001
BEOST_0D000002
BEOST_0D00D003
BEOST_00000004
BEOST_0D00D005
BEOST_00000006
BEOST_0D000007
BEOST_0D000003
BEOST_00000009
BEOST_0D000010
BEOST_SInf
BEOST_SInf-Bak
BEOST_SMap

o 9

Get Info  Refresh

|Quick Connect

Edit

Sbackupt

W W W W W W W W W W Y

(w O6nakoteka


https://hd.oblakoteka.ru/kb/a154/backupexec.aspx

CueHapun

HacTpoiika npoBanaepa | MNoakntodeHue xpaHnamila | Co3aaHme 3agaHns C pa3MeLLEHMEM Ha XpaHMaMLLE

CoxpaHeHWe pe3epBHbIX kKonun Veeam

Add Backup Repository

Select the type of backup repository you want to add.

SCALE-OUT REPOSITORY TOOLS VEEAM BACKUP AND REPLICATION

HOME SCALE-OUT REPOSITORY

= X L o &€

)

=r
Direct attached storage New Object Storage Repository } BT

E;—_ . " . L cale-out Edit Scale-out Remove Set Access Set Rescan
=—=]| Microsoft WIHE;ClIWS IDI' Llnu;c SErVer Wlt||i1 m? Account { Y Repository  Repository  Permissions Location = | Repository
maovers to run directly on the server, allowi |Ihl Specify account to use for connecting to S3 compatible storage system. Manage Scale-out Repository Manage Settings Tools
BACKUP INFRASTRUCTURE CAPACITY FREE USED SPACE DESCRIPTICN
Network anached storage T SavimpEE P 99,5 GB 492 GB 92 GB Created by BKPTEST\Admir|
i Metwaork share on a file server or a NAS sys| |htt w3 pilwin & Backup Proxies 3nS3://53. pilw.ic: 8080/ veeamtestD 1/ Veeam/Archive/Bkp 10,0TB 100TE 9,3GB  Created by BKPTEST\Admir]
select a gateway server located in the sam pei/Es-piw. = Backup Repositories - -
Region: = P et Edit Scale-out Backup Repository X
& External Repositories Lo
— . . . Bucket | us-east-1 4 5 Scale-out Repositories Capaclly T_'e' _ . .
M Deduphcatmg s‘torage apphance Credentials: = Ceale-out Backup Renosit| Specify chject sterage to move your backup files to as they age out of your operaticnal restores window. This reduces your
w Dell EMC Data Domain, ExaGrid, HPE Store]  Summary . Eata P REp: ~ long-term retention costs without sacrificing the ability to perform restore from offloaded backup files,
R vanced integration via native appliance | 74 Q2HAIXH3832XI600X482 (last edited: less than 2 day age) 3 WAN Accelerators
Manage cloud accoy Fﬁ% Sz b I Name Extend scale-out backup repository capacity with object storage:
4 @ Managed Servers
.’% Obje[t storage 2= Microsoft Windows Performance Tier =S REEEy v Sdd=
~~. On-prem object storage system or a cloud Placement Poli Define time windows when uploading to chject storage is allowed Window...
; : =i
used for Capacity Tier of scale-out backup| < >
supported, _ Move backups to object storage as they age out of the operational restores window
2 LOME Reduce your long-term retention cests by moving older backups to object storage while
ﬁ 5 preserving the ability to restore directly from offloaded backups.
ummary
. élg INVENTORY Move backup files older than |1 < | days (your operational restores window) Override...
[ Use the following gateway server:
Bkptest @Eg BACKUP INFRASTRUCTURE
5 TAPE INFRASTRUCTURE
: | [0 FiLES
SIS L= LT [] Encrypt data uploaded to object storage
[ =
& P ord
1 REPOSITORY SELECTED Add... AINING

Manage passwords

< Previous Apply Finish Cancel




CueHapun

Hactpoika npoBariaepa | MoakntodeHme xpaHnanila | Co3aaHme 3aaaHns C pa3MeLLEHMEM Ha XpaHMaKLLE

CoxpaHeHWe pe3epBHbIX kKonun Veeam

& OZHAJKH3IB3ZX600X482@s3.pilw.io — 53 — O >
= File Edit View Go Bookmark Window Help
[ |¢|| 5] .
Stop | Statistics Report .
@ |Quick Connect v| @ - @ 6 i - ﬁ -
Adions” _ Detall Open Connection Action Get Info Refresh | Edit Upload Transfers
HiamiE QL Typed for
T W @ @ ||« | » |/veemtestOl/Veeam/Archive/Bkp/389fesab-S v | & | |Seorch o
+ iy ks JOB NAME SESSION TYPE STATUS START TIME EMDITIME 4 = ==
4B Backup [2 Scale-out Backup Repesitory..  SOBR Tiering Success 17.10.20194:12 17.10.2019 812 Filename /_\_/'\_/ Size Modified
a  Fi Backups [ Sesle-cut Backup Repesitory.. S0BR Tiering Success 17.10.20194:12 17.10.20194:12
& Disk [or Sesle-cut Backup Repository..  SOBR Tiering Success 1710201001 17102018 011 * blocks -- Unknown
4 [ Lost 24 Hours [ Agent Backup Job 1 Windows Agent. Success 161020182140 16.10.201821:42 » checkpoints -- Unknown
[ Success [ Reccan of Manually Added Rascan Success 1610.201821:00  16.10.201821:00 I
[ Scale-aut Backup Repository..  SOBR Tiering Suceaee 16.10.201820:11  16.10.201920:16 2 objs - Unknown
[ Agent Backup Job 1 Windows Agent. Success 16.10.201918:19 16.10.201918:23 > storages -- Unknown
[4r Agent Backup Job 1 Windows Agent.. Success 16.10.201918:55  16.10.201917:00
[4r Agent Backup Job 1 Windows Agent_. Success 16.10.201914:24 16102019 14:28 .
SURMARY DATA STATUS THROUGHFUT [ALL TIME]
& Hame )
Duration: 0007 Processed: AA Success: 0
B,
E'!] LEENIEY Processing rate: NiA Read: M/A Wamings: 0
Leg'] BACKUP INFRASTRUCTURE Bottleneck: N/A Transferred: A Ervors: o
L) TAPE INFRASTRUCTURE “
NAME STATUS ACTION DURAT
EII: FILES 0 backup Bl vill be moved 1 the Cagaity tier
(& Object storage repositary clesnup
L3 2 @ Job finished 8t 17.10.2019 8:12:25 "

veeamtestO1l Tapui: 53 bucket
24.20 pyb. mec.

Pazmep: 9,29 0

X

Konuuecteo obbexkToR: 9927




CKONbKO CTOUT U KaK cymTaeTcs
e

0,35 konenkn 3a 1 Gb B yac
B mecau ~2,5 pybnsa 3a1Gb

HE cumTaem Tpaduk
HE cumTaem 3anpocsl

BUNWMHT. MOYaCcoBOW
Hetanuzaupa: cymmapHo GB*yac 3a aeHb

backuptest Tapud: 53 bucket veeamtest01 Tapud: 53 bucket
. 30.36 pyb./mec. . 24.20 pyb./mec.

Pazmep: 11,660 Pazmep: 9,29 0

KonvuectBo obbexToB: 2014 )( Konuuecteo obbekTOR: 9927 )(

{ w Obnakoreka



Cnacubo 3a BHMMaHue

OcTanncb BOMPOCHI?

OkcaHa HoBuukas

[vpekTop no pa3suTHIo
oksana@oblakoteka.ru

info@oblakoteka.ru

8 800 555 63 64

w' ObnakoTteka


mailto:info@Oblakoteka.ru
mailto:oksana@Oblakoteka.ru

